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Motives of specifying new risk management princ —

pals for banking:
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managerial activities suitable to
this particular type of services.
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(—Conduct of a compr —
hensive security control process,
since, security is a key factor in
successful implementation of e—
banking activities. Security under
e—banking solution deals with
new challenges which requirea —
equate efficient techniques.
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P—Comprehensive s —
pervision and suitable diligence
polices in managing outscoring
and other relationship associated
with e—banking activities.
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Secondly, the Security Control
Risk Management:
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First, the Board and Management

Oversight Principles:
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|-Effective management
supervision over e—banking
activities, bearing in minds its
special nature and requirements.
The electronic nature of transa —

tions and dealings impose special
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9—Banks should ensure that clear internal
audit trials are found to cover all e-banking aspects.
This will not be easy according to the electronicn —
ture of the records, so certain transactions must be
considered especially when they have financial co —
sequences, e.g. authority, or access limit modific —
tions.
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[.—Key e—banking information should be
maintained in a confidential away of any unautho —
ized use, therefore appropriate measures should be
set to attain this objective, nevertheless that data
in e—banking transmitted in public networks and
stored in accessible databases.
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Thirdly the Legal and Reputational Risk:
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[I-Banks should ensure that sufficient i —
formation about their identity; regulations and any
relevant aspects are available at their web sites so as
to enable potential customers to have a clear idea
about the bank before commencing any transa —
tions.
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banking customers, since it is a remote relationship,

this will be an important factor.
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0—Transactions should be safely proved and there
should be no way to deny them, this is also a —
cording to nature of e—banking services and some
procedures are used to reduce these risk e.g. digital
signatures.
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1—A proper system should be conducted to
ensure segregation of duties; this will have marked
impact of reducing chances of fraud especially in e—
barking environment.
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V—A proper authorization control and a —
cess limits are essential requirements. The database
organizing such authorities should be protected to
maintain effective authorization control.
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N—Banks should ensure that proper mea —
ures exist to protect data stored or transferred when
dealing in e—banking transactions, and that the sy —
tem is designed to prevent any unauthorized ta —
pering. The open nature of e—banking activities this
requirement becomes essential.
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IE—Banks should prepare suitable incident

plans to face any problem resulting from unexpec —
ed internal or external defects that causing collapse
of the e—banking service system. Banks should pr —
pare plans of actions that should be followed in case
of these emergencies, what should be done and who
will do what and how involved parties could bei —

formed in a suitable time with the new situation.
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If—Secrecy should be maintained when
dealing with customers> information; adequate
measures are to be formulated for this purpose. The
bank privacy polices should cooperate with regul —
tions and should be announced to customers, and
customers authorization is required when dealing
with their affairs for any purposes especially when
dealing with third parties. Failure of doing this
makes the bank at legal and reputation risks.
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[’—Banks must make sure that their service
system is available to customers in a continuous
manner that fulfill customers’ expectations,
whether banks supply the service the —

&\ selves or through third parties, and that

'-'f;;* the system continuity is protected
»:)R from any litigations or events cau —
\ ing its disruption. Moreover, the
bank has to review its
systemcapacityreg —
larly to ensure its abi —
ity to perform the scale of
transactions. Failure in
managing theses r —
quirements leads to
business, legal and
reputation risks.
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